DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

June 19, 2001

Freedom of Information/
Privacy Office

Mr. John Young
CRYPTOME

251 West 89™ Street

Suite 6e

New York, New York 10024

Dear Mr. Young:
References:

a. Your Freedom of Information Act (FOIA) request of March 29, 2001, for records
concerning British Intelligence Services, ZF400014W. Your request was received in this office
on May 7, 2001.

b. Our letter of April 20, 2001, advising you of additional time needed to review the records
and we were unable to comply with the 20-day statutory time limit in processing your request..

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 12958. As a result of this review, information has been sanitized from these records and
three pages are denied in their entirety as the information is currently and properly classified
CONFIDENTIAL according to Sections 1.3(a)(3) and 3.4(b)(1) of EO 12958. This information
is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 552
(b)(1). It is not possible to reasonably segregate meaningful portions of the withheld pages for
release. Fees for processing this request are waived. A brief explanation of the applicable
sections follows:

Section 1.3(a)(3) of EO 12958 provides that information shall be classified
CONFIDENTTAL if its unauthorized disclosure reasonably could be
expected to cause damage to the national security.



Section 3.4(b)(1) of EO 12958 provides that information more than 25 years
old is exempt from automatic declassification if it would reveal the identity

of a confidential human source, or reveal information about the application

of an intelligence source or methods or reveal the identity of human intelligence
source when the unauthorized disclosure of that source would clearly and
demonstrably damage the national security interests of the United States.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case 749F-01.

Sincerely,

Linestt A Nidalhr

Russell A. Nichols
Chief, Freedom of Information/
Privacy Office

Enclosure
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C:SPOSITION FORILUD

(AR 340-1%)

REFLREPICE R V0T SYMPOL SUBJECT
ACST 115 : Safepuarding and Dissegination of Sensitive{f ‘)
ACST-D3CC ( ) teports .
T0 ¢h, PSh FROM Ch, CI Div oaTe 1 3 JUL 1G6E cm1 - ('

AiTi: Ops bBr : LTC Leick/s1b/73596

1. (U) Reference is made to CI Branch DF, ACSI-SC, above subject, dated 19
Decenmber K)()O. :
'\)V

2. It is requested that the inclosed((‘ ) 'Summary of Infor-
mation (SOI) be forwarded to USAIRR with appropriate 1OSTTUCT100S ToO ensure they will
be placed under continuing dissemination control according to the provisions of

AR 381-50. The following information is submitted in compliance with paragraph 7a,
AR 381-50:

a. Category of control requested: I

b. Reason for request: Paragraph 5b(3), AR 381-50
c. Duration of control: Indefinite

d. Personal data: Sec inclosure

e, Additional Stipulations:

(1) Recipients of the information contained in SOI must be authorized
representatives of the United States Federal intelligence or security agencies.

¢ The§<;"~'  i o ) ;;must not be identified to any recipient as
the source of informarion.

(3) The content of the SOI must not be used by any recipient in other
than paraphrased form and must be handi®¢d as sehsitive information.
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SUMMARY OF INFORMATION OATE

(Sx 380-320-10) 20 April ¢

TN VIDUAL PARAGRAPTINEVALUAT | ON

: ) Of SOURCE: OF INFORMAT ION:
CONMPLETELY unuuc R CONFIRMED BY OTMER SOURCES.L
: { VUSUALLY RELIABLE . . . . .. ] PROBABLY TRUE - « + + « o « 2
FAIRLY RELIABLE . - + . . . ¢ POSSIBLY TRUE . « . . . . . 3
.~ NOT USUALLY RELIABLE . . .. D DOUBTFULLY TRUE . . . . . . ¥
. UNRELIABLE o, o « » = o o o E INMPROBABLE « . . . . . . .. [
N RELIABILITY UNKNOWN . . . . F TRUTH CANNOT BE JUDGED . ..6

SUMRARY OF llfOllATfO.

Faar

o Tm a‘recent{ lecnrlty educdfibn ﬁisItl;______q;_____r_____Isle o
] . _Bhe att.ached items oI poss '

interest were plcked up, (

One of the specific areas noted was nanent type IPW compound with
concrete walls topped by barbed wire a ’ ’ .. .
- o B o ) o . - . )
(A== o — ) : =

Another area noted was a classroom for physical security and alarms,
Lock emphasis seemed to be on CHUBB lever locks for security including the use o
CHUBB detectors. In commenting on combination locks the comment was made that
unfortunately their CHUBB combination locks were not satisfactory and were not
as good as US Top Gra;(de built~-in combination locks. They also mentioned that
they had no adequate combination padlocks and that CHUBB Battleship locks were
used in places requiring use of padlocks, Personnel of the school further men-
¢ tioned their use of "Combination Blisters®™ to keep keys to sensitive areas which
were secured by CHUBB lever mortise lockse. Also displayed in this classroom was
. a number of alarm systems most of which appeared to be ordinary proprietary
- systems, i.e. door and window contact switchesg e for wlndows and strippingw
for doors., Omne system currently being utilized( - ; s displayed in
. the room and mentioned very favorably by the J.n\ﬁ'uctors. ThlS system is a pre-
' ssure differential alarm system for which a brochure is attached. Also discussed
5 in the brochure is ultra sonic alarm aystems on which no comment was offered, -
‘The instructors also did not favor the mse of capacitance alarms because their
| testing had indicated instability, It appeared from their statements that they
?ad r)xot tried capacitance alarms for object protection but only as area ;rotection.
1 {A-2

(1)

usc 552 (b)

¥
b,
~ T -

Fa.nﬂ,yquarters are being constructed emth{! )Znsta.]_lation and both
an offlcers mess and a non-commissioned officers mess were noted. In-the officers
mess the bar, lounge, entrance hall, mess and administrative offices wers located
on the ground floor. Individual rooms with sinks were located on the two top floors,
Common toilet and bath facilities are located at the outside end of each wing.

k :

(A-z) j ARPEET rLrr P“ b
LA N i I AL 12 YEAR INTERVALS - = Continubd
OUPTRIBVTIN )T AUTOMATICALLY DECLASSIFIED -] GQILPwu ED Dioemr
DOD DIR 5200.10 NO FOREICN DISSEM
DA . 5, 568 Bxem S b T e (e et




ot

e

ot Classified Un- : m

SUMMARY OF INFORMATION

(SR 380-320-10)

30 april 1966

PREPARING DFFICE _
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sUmeTeT

N OF SOURCE:
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SE UNRELIABLE = « . + « o + =« €
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OF INFORMATION:

CONFIRMED BY OTHER SOURCES.1
PROBABLY YRUE . . R 3
POSSIBLY TRUE » . . . . . .}
OOUBTFULLY TRUE . . . . . .w%
IMPROBABLE « » . . . . . ..

suwmarY OF InformaTipn (Continued)

. Attnched are maps
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7lrzhe rﬁloéaij.&ég ( o
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THE PRINCIPLES OF PRESSURE
: DIFFERENTIAL AND ULTRA SONIC
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Sore yeors afo, the iantroduciion of the Fressure Differential ax:
Ulira Scnic systems heralced the advent of a new cra in Securitly Znglineering

Censideration ol the relative strengih of walls and otoer per
structure, becziie of less importance because ewploynent ol 2l
systens oifcred volumetric protection to tie entire enclosure.

~-
Vaay

to

The systems often aflerd edventages over other forms of nroilect:
but both bhave some limitaticus in theis application cnd’it 1s the purpose
of ihis erticle to present ihe basic princinles cud iseir esnlicetiion
assist those who Lave not zad practical oxr:rience of tie equipuent.

The eguipment forms that part ¢f a- cizam instzalletion which ot
ibe prescnce of an intruder, and is conmactel to the zlarm conirol re
o “ c
-~

’

in much the sume way as would be & convist, closeé cir
any other alarm seasing device. It Zoilews therelore
way te comuined with other detecting Cevices where nec
of a ccaposite installation.

that these sy

Beth systews share the me
or no Gisliguiciiont to the gon

: P e,
rit ol Teoing ilnconsilcucus anc
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3 &
- 4
oncerance of tae protected exez

The system is simnle in concent. /L fea is instellel and mzy be
to extract air {rom tue room to be Droiected

Providing tiis room is recsonatly dravzii proolfed, then with tle
running the zir pressure will be & little lower than the etamospheric

existing in adjoining rooms or corridors,
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A seporcie urnit lmown as the diephregi is mounted inm the cividing
partition or wall between the protecied room &and ancther rocw, corriloer,
etec., Iunciloning as itre refercnce pressure eand tie weit may oo 3
2s loolking at, and compering the pressure each sicde of the aividing wolil,
The Giapkresm is so desizned that it remeins in balamce whilst & prescrided
diilerence exisis belween the lowered pressure inm the protectied room and the
atzospheric level in the refereiice zone, 4 morgin of iolerance is provided
atove and below the optimun pressure difference to easure sicbility of izc

systern,

Built into the diaphrazz ere double platizum contseils waich a-e connected
to the control circuit, the vhole obeyinz the fundamental alc g
Yfeil %o alems". This means that a supervising current coons
the circuit when the clerm is set.

The fan has been cGoscrited as exicusting eaad thereiore lowerinz the
oressure in the proiccited zone, kel ofvon for technical conmsiderations an
intoce fan is used raising the pressuss in tke zone.  Tae princijsle of
operaticn is tite same; that of nzizteizing o pressure Gilference deiween
the protected arez end the relercace volume. )

Toe word "pressure' is scmetiues misleading as it mey suggest
much greater pressurc difference is pece. s ry than is eactually recuirel i
practice, A pressure &iZference capulsic 3 "t

ol
of disnlecing wetler in & 'U' tube
by_1/50 inch is general in use, ¢ad is of the order of & barcmetric cifngze

Lia <
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N

£t

Jrom tne principle of ozeration It will be cbvious that the zome to be
protected must Le an enclosure in which it is possible e resirict leclzge.
Fermetic secling is not necessary, and incdeed would hercly ever be encouatered
in practice, excenting periaps in cerliin stironzrooms. The esseatrizl ro=-
guirezcnt is thai draught proofing will resirict leskese zndl thot ooy ledlitge
eX1sing will remcin consteint. F

The equinuent is Fully seif zrotectiing eznd any a2itexst to obotiructy the
Giaphregm gpertures would crezta teck pressure zni throw it oul of buolaace.
The {en is ihe puwp meiataining ihe pressare diZflferential aznd comseguently
interference with the meins suzsly or the fen itself wili cause loss of
pressure difference and tie elaru to operate, '

keating systems,

" Alnospheric temperature changes whether nzatural or cee t
s it \fan or

will not 2ffect tae stebility, Decouse the pr
contrifugel blower) is functioning as & 'pup’'.
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m: £6l3 K N . . . :
420 ‘0110\1;1’13 are 2 few of the moro unaual guastione apan 3n oanrertion
the Pressure Differantial Pratoction.

Can the clara te circuwaveanted by cutiing the mains supgly
o oikerwise stopding the fon?

o, This causes ioss of pressure and iie diaphragza to fzll
out of balance, ozerating the zlarm,

WJill plu~ ing ithe diaghregw agerture overcome ihe alarm?
Yo. L dlecd wkich develops bacix pressure is proviced,
throwing the diaphregs outl of balance 1o the alarua condltioz,

ill temzereiure or barometric pressure changes ccuse false
ela:ms?

Yo, Such ckhanges are slow and infinitesimal when considered
zeinst the volume of eir wahich tie fen is capeble of wmoving.

fow large & volume con be protecited by the Pressure vifierentiel
Systen?

Therc is no prescribed limit esicent that the system is not
practical for very large volwcses, Up to 3G,C0C cubic feev

io comzonplece, but zones cover this caﬁacity recuire consiceraiion
by experts. Huch dedeads oa tie devree and constency of the
sceling wiich can be effectec.
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Freedom or Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

[Ia/Information has been withheld in its entirety 1in

accordance with the following exemption(s):

LA (s) A B.4(H0)

It is not reasonable to segregate meaningful portions of the
record for release.

Information pertains solely to another individual with no
reference to you and/or the subject of your request.

Information originated with another government agency. It has
been referred to them for review and direct responge to you.

Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.
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